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Abstract

Artificial intelligence (Al) is a fast-evolving family of technologies that contributes to a wide
array of economic, environmental and societal benefits across the entire spectrum of
industries and social activities. Al ethics refers to the principles that guide the behavior of Al
in terms of human values. Artificial intelligence ethics helps ensure that artificial intelligence
is developed and used in ways that benefit society. It encompasses a wide range of
considerations, including fairness, transparency, accountability, privacy, security, and
potential societal impacts. The main goal of this article is to point out the importance of ethics
and risks of artificial intelligence at the present time.

Key words: artificial intelligence ethics, risks and regulations of artificial intelligence

! Workplace address: doc. Ing. Eva Jankovichova, PhD., Ing. Martin Hanko, PhD., Ing. Lucia Paulovi€ova,
PhD., Katedra technol6gie stavieb, Stavebna fakulta STU Bratislava, Radlinského 11, 810 05 Bratislava
E-mail: eva.jankovichova@stuba.sk, martin.hanko@stuba.sk, lucia.paulovicova@stuba.sk

119 http://www.mladaveda.sk



Miada veda
. Vol. 13 (7), pp. 119-127
Young s_'_men_l:e_ (7). pp

Abstrakt

Umeld inteligencia (Al) je rychlo sa rozvijajuca skupina technologii, ktora prispieva k Sirokej
Skale ekonomickych, environmentalnych a spoloc¢enskych vyhod v celom spektre odvetvi a
spolocenskych aktivit. Etika umelej inteligencie (UI) sa vztahuje na principy, ktoré riadia
spravanie Ul z hl'adiska 'udskych hodndt. Etika umelej inteligencie poméha zabezpecit, aby
sa umela inteligencia vyvijala a pouzivala spésobom, ktory prospieva spolo¢nosti. Zahina
Siroka Skalu aspektov vratane spravodlivosti, transparentnosti, zodpovednosti, sukromia,
bezpecnosti a potencidlnych spolocenskych dopadov. Hlavnym cielom tohto ¢lanku je
poukazat’ na dolezitost etiky a rizika umelej inteligencie v sti€asnosti.

KTlucové slova: etika umelej inteligencie, rizika a regulacie umelej inteligencie

Introduction

By improving prediction, optimizing operations and resource allocation, and personalizing
digital solutions available for individuals and organizations, the use of Al can provide key
competitive advantages to undertakings and support socially and environmentally beneficial
outcomes, for example in healthcare, agriculture, food safety, education and training, media,
sports, culture, infrastructure management, energy, transport and logistics, public services,
security, justice, resource and energy efficiency, environmental monitoring, the conservation
and restoration of biodiversity and ecosystems and climate change mitigation and adaptation.
[1]

Defining Al is not easy; in fact, there is no generally accepted definition of the
concept. Numerous different ones are used, and this can easily lead to confusion. The sheer
variety of definitions in circulation is not due to carelessness, but inherent in the phenomenon
of Al itself. In its broadest definition, Al is equated with algorithms. Algorithms predate Al
and have been widely used outside this field.

In its strictest definition, Al stands for the imitation by computers of the intelligence
inherent in humans. [2]

Al - systems that display intelligent behavior by analyzing their environment and
taking actions — with some degree of autonomy — to achieve specific goals. High-Level Expert
Group on Artificial Intelligence (Al HLEG) of the European Commission (EC), 2019. [3]

KEY CHARACTERISTICS AND FUNCTIONS OF Al

Ethics is a key facet of a company's corporate social responsibility which it must endeavor to
fu Artificial Intelligence has emerged as one of the top revolutionary technologies of the
present. From health to business, Al is revolutionizing industries by reducing the time
required to process, increasing efficiency, and solving complex issues. What is it that makes
Al such a powerful tool? The key is in the unique characteristics and capabilities that allow
Al to imitate human intelligence and possibly exceed human capabilities.

The attributes of Al can be described as its abilities. These characteristics enable Al to be
much more than just a computer and permit Al to learn, comprehend, and adapt to its
surroundings.
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The most important characteristics of artificial intelligence which makes it stand out:

» Learning Capability

One of the main characteristics of Al is its capacity to be able to draw lessons from the data.
Contrary to conventional Al systems, Al doesn't need explicit instructions for all tasks.
Machine learning algorithms are used to process information, identify patterns, and make
assumptions or make decisions. The more information Al gets exposed to, the better it gets at
what it does.

Al systems can learn by mimicking humans' brains. In processing massive quantities of data
Al can detect patterns, draw conclusions and modify its behavior according to experience.
Deep learning and machine models play an important role in this.

» Problem-Solving

Al is a master at solving difficult issues, including those humans are unable to solve. Al
employs algorithms and data to analyze the problems and come up with efficient solutions.
Often, it is faster than any human would.

Al breaks down complex issues into easily manageable pieces. In doing this it examines
different outcomes and determines which one is the most efficient by using optimization
methods.

» Reasoning

Thinking is a different key characteristic that Al has. Al can make rational decisions in
reliance on the data it holds, utilizing rules and logic to conclude.

Logical Reasoning in Al

Al makes use of deductive reasoning to determine outcomes and connections between the
various elements of reality. It employs logical principles on data, and it can blend evidence to
make informed choices.

» Perception

Al's ability to sense the environment around it is a different characteristic that makes Al stand
out. Al uses sensors and data to comprehend the environment around it, much like the way
humans utilize their senses.

How Al Understands the World

By using technologies such as computer vision as well as speech recognition, Al can interpret
images as well as sounds and gestures. This gives an impression.

» Adaptability

It is the most important characteristic of Al applications. Al systems are constantly evolving
and adaptable to the latest information or changes in their surroundings without needing to
reprogram.

The Dynamic Nature of Al Systems

Al can adapt by learning by absorbing new information. If a system comes across changes in
its environment, it can modify its behavior accordingly to make it more robust and adaptable.
» Automation

Automation is among the main features that can be utilized by Al. Automated completion of
tasks with no human involvement, thereby increasing speed and decreasing mistakes.

How Al Automates Tasks
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Al-driven automation automates routine tasks, freeing human employees to do more difficult
work. From catboats in customer support to automated production lines, Al helps make
processes more efficient.

» Data Handling

Al's capacity to process vast quantities of data is an amazing characteristic. Al can store,
process data, and analyze it at a speed that humans cannot.

Al's Ability to Manage and Analyze Large Data Sets

Machine learning algorithms and Al can sift through massive amounts of data, spot patterns,
and draw meaningful conclusions.

» Natural Language Processing (NLP)

Natural Language Processing (NLP) lets Al comprehend and communicate with humans in a
way that makes it much easier to communicate with machines.

Al Understands of Human Language

NLP can enable Al to process both text and speech. It can also recognize nuances in the
language and provide relevant responses. This technology makes catboat’s and voice
assistants.

» Self-Correction

Self-correction is an attribute of Al that improves its precision as time passes. Al systems take
their lessons from mistakes and modify their strategies to enhance efficiency.

Al's Ability to Correct Itself

With feedback loops Al machines analyze mistakes and then refine their procedures so that
they can deliver better outcomes soon.

» Efficiency

One of the attractive features of Al applications is that they can improve effectiveness. Al can
complete tasks faster and more precisely than human beings, thereby saving time and energy.
Al’s Role in Improving Efficiency.

It doesn't matter if it's the processing of financial transactions, or even performing scenarios,
Al reduces the time needed to accomplish jobs, usually with greater accuracy.

» Decision - Making

The ability of Al to make choices is crucial to many sectors. Al makes use of data analysis as
well as pattern recognition to come up with accurate and informed decisions.

Al's Decision-Making Process

Al systems analyze huge quantities of information, evaluate the potential outcomes and make
choices that are usually more precise and objective than human judgement. [4]

ETHICS IN ARTIFICIAL INTELLIGENCE
Artificial Intelligence is becoming the Primary stage of Economic growth making operations
run seamlessly and opening doors for new possibilities. While its efficiency and productivity
are not undeniable, ensuring trustworthy use remains crucial. It leads to the proliferation
of ethical Al in the workplace, a stand that focuses on the fair implementation of Al.

Ethical Al in the workplace refers to well-defined guidelines related to individual
values, which involve adhering to non-discriminatory practices, non-manipulation, respecting
individual rights, privacy and fair Al practices at the workplace to improve Al job quality.
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It prioritizes fundamental importance to ethical considerations in determining the legitimate
use of Al in the workplace.
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the outputs can be trusted

Eliminates or reduces the impact of
bias on certain users

Fig. 1 - What do we mean by ethics in Al?
Source: [5]
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Strategies for Fairness and Sustainability

There are Five Pillars of Al Ethics which include:

1. Accountability: Accountability in Al is crucial for completing and speeding up processes
which ensure reliability, requiring continuous evaluation by CIOs to maintain efficient
business operations.

2. Reliability: Al must be dependable, for seamless and error-free outputs.

3. Explain-ability: Al and ML models should be understood and well explained across
departments and organizations otherwise the benefits of Al become irrelevant if the
technology is not coherent.

4. Security: It is essential to understand the potential risks of Al. If Al does not guarantee
privacy, businesses will struggle to keep customers.

5. Privacy: As individuals and Businesses heavily rely on and work on the cloud it becomes
essential to Protect customer data.

Implementing Fair Al Practices

e Inclusive and Equity: Ensuring equal opportunities and treatment for all employees.

e Fairness: Actively work to eliminate biases and promote fairness in operations.

e Transparency: Maintaining openness about processes and decisions to build trust.

e Societal Impact: Considering the broader societal consequences of workplace actions.

e Continuous Assessment: Regularly evaluating and improving workplace practices for
ethical integrity.
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Fig. 2 - Al applications that can support the social side
Source: [6]

In a world where we heavily rely on Al intelligence, it is important to understand ethical Al in
the workplace. One of the primary concerns is the fear of Job displacement, therefore while
we automate our task the focus should be more on how automation is going to add value to
the work and make it efficient rather than replacing humans. Organizations should Promote a
human-centered approach to avoid over-reliance on Al which results in Job insecurity and
reduced human efficiency.

Al ethics and risks

Artificial intelligence is currently the hottest technology on the market. It has the potential to
dramatically reshape how we work (as developers and users of technology) and play (as
consumers and creators).

As Al is becoming more widely used, the risks associated with Al are also being laid
bare. But how do we go about understanding those risks? And perhaps more importantly, how
do we safeguard implementation and future use for both businesses and consumers?

Many of the risks associated with Al can seem opaque, especially to those who are not
working with the Al applications firsthand. Some of these concerns relate to privacy and data use, the
potential for accidental biases and the lack of transparency and human agency (See Fig. 11). But there
are also risks at the business level, especially as the conversation around ethical use and Al regulation
grows. Misuse of Al can harm a business’ reputation or draw the ire of regulatory and legal bodies.
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Fig. 3 - Risks of Al
Source: [7]

The consequences can range from wasted resources (e.g., scraping a project over mounting
ethical concerns) to legal repercussions and fines. Given that these risks can apply at any level
of business, the only solution is to create a comprehensive protocol around raising and
addressing ethical issues.

High risks of Al systems

Some Al systems are considered ‘High risk’ under the Al Act. Providers of those systems will
be subject to additional requirements. Classification rules for high-risk Al systems (Art. 6)
High risk Al systems are those:

P used as a safety component or a product covered by EU laws in Annex | and required to
undergo a third-party conformity assessment under those Annex | laws; or

» listed under Annex Il use cases (below), except if:

e the Al system performs a narrow procedural task.

e improves the result of previously completed human activity.

e detects decision-making patterns or deviations from prior decision-making patterns and is
not meant to replace or influence the previously completed human assessment without proper
human review; or

e performs a preparatory task to an assessment relevant for the purpose of the use cases
listed in Annex I11.

» Al systems listed under Annex Il are always considered high-risk if it profiles individuals,
i.e. automated processing of personal data to assess various aspects of a person’s life, such as
work performance, economic situation, health, preferences, interests, reliability, behavior,
location or movement.

» Providers whose Al system falls under the use cases in Annex Ill but believes it
is not high-risk must document such an assessment before placing it on the market or putting
it into service.

Requirements for providers of high-risk Al systems (Art. 8-17)

125 http://www.mladaveda.sk


https://artificialintelligenceact.eu/article/6/
https://artificialintelligenceact.eu/annex/1/
https://artificialintelligenceact.eu/annex/1/
https://artificialintelligenceact.eu/annex/3/
https://artificialintelligenceact.eu/annex/3/
https://artificialintelligenceact.eu/annex/3/
https://artificialintelligenceact.eu/article/8/
https://artificialintelligenceact.eu/article/17/

Miada veda
- Vol. 13 (7), pp. 119-127
Young Science (7). pe

High risk Al providers must:

m Establish a risk management system throughout the high-risk Al system’s lifecycle.

m Conduct data governance, ensuring that training, validation and testing datasets are
relevant, sufficiently representative and, to the best extent possible, free of errors and
complete according to the intended purpose.

m Draw up technical documentation to demonstrate compliance and provide authorities with
the information to assess that compliance.

m Design their high-risk Al system for record-keeping to enable it to automatically record
events relevant to identify national level risks and substantial modifications throughout the
system’s lifecycle.

m Provide instructions for use for downstream deploys to enable the latter’s compliance.

m Design their high-risk Al system to allow deploys to implement human oversight.

m Design their high-risk Al system to achieve appropriate levels of accuracy, robustness, and
cybersecurity.

m Establish a quality management system to ensure compliance. [8]

Conclusion

Al isn't just the future of technology It's a fundamental element of our life. Artificial
intelligence's characteristics, from learning and reasoning to recognition and automation are
why Al is an indispensable tool in increasing efficiency and solving the problems of our day-
to-day lives. As Al develops it is only expected that the capabilities of Al will grow by
redefining industries and increasing human capabilities. In conclusion, artificial intelligence,
the advancement and integration of artificial intelligence will continue to shape our world in
profound ways. [4]

Al can also help close data gaps when corporate self-reported data is not available,
making more accurate estimations beyond industry averages by using comparable and
alternative sets of information like news or geospatial data. For example, Al tools can now
overlay corporate human rights disclosures with information pulled from global news and
independent sources to see if they match up.

To transform data into actionable insights, Al assistant solutions now allow
institutional investors to converse intelligently with their portfolios on sustainability topics.
They can inquire about data sources, methodologies, performance, and recommendations for
improving scores. Additionally, Al is being used to provide forward-looking insights. For
example, we used Al to analyze the decarbonization plans of the world’s 400 largest emitters,
finding that only 40% have credible transition plans. [9]

The Ministry of Investments, Regional Development and Informatization of the
Slovak Republic (MIRDI) is submitting a key legislative proposal for the Artificial
Intelligence Act to the interdepartmental comment procedure, which is intended to ensure the
fair and responsible introduction of Al technologies in accordance with European law.

The aim of the draft Act on Artificial Intelligence is to ensure the implementation of
key provisions of Regulation (EU) 2024/1689 of the European Parliament and of the Council,
known as the Artificial Intelligence Act (AlA). This Act sets the framework for the
institutional arrangement and supervision of Al systems in Slovakia. [10]
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The Slovak University of Technology (SUT) in Bratislava supports the use of progressive
methods and tools of science and technology in both the pedagogical and scientific research
process.

These tools include artificial intelligence, with special emphasis on generative
artificial intelligence, capable of helping to create new content in the form of texts, computer
programs, images and videos. [11]

This article was recommended for publication in a scientific journal Young Science by:
Assoc. Prof. Sabah Shawkat, PhD.
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